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> Motivation
> Classification of Virtualization Techniques

> Virtualization of Networks
e Definition
* Benefits
> Virtual Network Management
e Testbed
e Usability
e Security
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> Today’s network layer is too inflexible
e Slow adoption of new techniques (e.g. DiffServ/IntServ, IPv6)
e Leads to makeshift solutions (e.g. Network Address Translation)
e Stopgap measures becoming permanent solutions
 New services are restricted by current limitations

> We need to overcome ossification of today’s Internet
 Networks need to cater to new services

 Networks should be dynamically adaptable

> Virtualization of networks can help to overcome these
problems
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> Process virtualization
e Virtualization of resources for a process

* Process runs on virtual CPU, uses virtual memory, etc.

e Space sharing, time sharing / multitasking
e Example: Java VM

> System virtualization
e Virtualization of full systems (not only userland)
e OSruns on virtual hardware

e Virtual CPU, memory, disk, graphic, sound, network interface
card...
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> Different approaches of system virtualization

Appli- Appli-
] ] cations cations
Appli- Appli-
cations cations

Virt. Machine Monitor

Virt. Machine Monitor

Hardware Hardware
Full Hosted
Virtualization Virtualization
(e.g. XEN, VMWare ESX-Server) (e.g. VMWare Workstation)
DN
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> Virtual networks (in our view) consist of
* Virtual Routers
* Virtual Topologies

Routing Routing
Process Process

> Virtual Routers (VR)
* Encapsulated in virtual machines

* Have features of virtual machines s LGS W @
Hardware

Virtual Routers
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> Virtual Routers based on virtual machines

Com puter Networks

Isolated from each other (sandboxed)
Stored in files (images)

Easy to handle (Start/Stop, Create/Delete, Copy/Move)
* Easy Backup / Restore

* “Roll back” in time possible Protocol Protocol
Stack 1 Stack 2

Live migration (used in data centers)

Provision of different
software configurations simultaneously Virt. Machine Monitor

* E.g. different protocol stacks Hardware

Virtual Routers
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Virtualization of Networks

> Virtual Topologies

Router_ Router | 3
D
* Can be different from physical gj
topologies (subset) S
o
* Multiple different topologies "Router | "Router o
«Q
are possible <
* Dynamic change of topology is
possible =
* Powering up / Shutting down S
Virtual Routers =
* Changing link properties 8
Q
<
- D
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Benefits of Virtual Networks

> Create networks with different m
characteristics

> Adapt to service demands
* Optimized topology m

* Adjustable link properties (e.g.
bandwidth)

> Dynamic reconfiguration
* Within hours

* Network can adapt to
changing business rules

/D
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Benefits of Virtual Networks

> Encapsulation: Different Router |
networks don’t interfere with
each other

> Use different techniques in

parallel

* E.g.IPv4/IPv6

* Smooth transition possible
> Add new functionality (IPv8?)

without disturbing legacy
network
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> Selection of virtualization techniques
* XEN seems to be the appropriate choice to start with
* XEN implements the concept of paravirtualization

> Paravirtualization supports high performance
e Guest OS is aware of the virtualization

e Guest OS performs hypercalls Appli- Appli-
instead of system calls cations cations

> Exclusive hardware allocation to
virtual machines is possible

e E.g.to network interface card Hardware

Xen
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> XEN Testbed implemented
* Try to limit bandwidth of a

7
virtual router £ * Zom
2 6 DonB
* Try to give bandwidth - ' )
guara ntees (in face Of 01 2 3 4 ; 6 7 8 ?r 10(1)1 12 13 14 15 16 17 18 19 200
contention)
> Test results are promising B e
e Bandwidth distribution ,/ s L
stabilizes within seconds g TR 10 oo
F 5 E‘\\ jf 5
* Dynamic reconfiguration is N I i SRR
possible Time ()
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Usability of Virtual Networks

> Virtualization adds complexity
* Not only real resources to handle but also virtual resources

* How to manage the additional complexity?

> QOur goal: Separate virtualization related problems from
other network management problems

* Provide a “pool of virtual resources”

* Relieve clients (administrators, network management
software) from dealing with real resources

> Virtualization interface is needed for
* Monitoring the virtual network
o Managing the virtual network
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> Monitoring the virtual network — Available resources
* Enable reasonable management

* Decide whether to start a new virtual router or not
* Perform load-balancing

* Allow network management to dynamically react
* To bottlenecks (e.g. by moving the virtual router)

* To unexpected new user requirements (e.g. by increasing the
bandwidth)

> Provide an appropriate abstraction
* Abstract from specific hardware issues
* Abstract from hypervisor resource overhead
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> Designing management functions
* Providing reasonable service primitives
* Modify virtual routers (e.g. start, stop, move...)
* Modify virtual links (e.g. change bandwidth)
* Take into account work done by the DMTF
* Grouping high level methods oriented at specific tasks

* Example —group into Performance-, Fault-, Topology-
Management

* Allows clients to concentrate on a specific aspect

> Determine how to identify a virtual router
* |dentificator/Locator problem — which router is where?
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Security in Virtual Networks

> Attacks using virtualization techniques have been published

> Virtual machine based rootkits may become a relevant threat
(Nearly) unlimited power for the attacker
e Really hard to detect if everything is virtualized

> Clear access definitions/restrictions needed

e Who is allowed to manage a virtual router? Its creator? Its host?
Its users?

e Who is allowed (and under what circumstances) to create new
virtual routers?

e Who is allowed to read monitoring data?
 Too often securlty is an afterthought - don’t repeat that mistake

Computer Networks
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Open Issues

> Examination of more use cases

> Verification of the applicability of XEN under realistic network
conditions (high load, spiked traffic)

> Definition of an appropriate interface

e Finding the right granularity of management and monitoring
functions — low complexity, high functionality

> Determination of security requirements
e Access rights to management functions

e Privacy issues with monitoring values
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Questions & Answers

Thanks for your attention.
Any Questions?

Contact:
andreas.fischer@uni-passau.de

andreas.berl@uni-passau.de

hermann.demeer@uni-passau.de

BTW: According to Wikipedia, ,Pils“ seems to be a special type of ,,Helles”
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