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Consolidate under-utilized servers
to reduce CapEx and OpEx

Avoid downtime with VM Relocation

Dynamically re-balance workload
to guarantee application SLAs

�
Enforce security policy�
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Event Channel Virtual MMUVirtual CPU Control IF

Hardware (SMP, MMU, physical memory, Ethernet, SCSI/IDE)

Native
Device
Drivers

GuestOS
(XenLinux)

Device 
Manager & 
Control s/w

VM0

GuestOS
(XenLinux)

Unmodified
User

Software

VM1

Front-End
Device Drivers

GuestOS
(XenLinux)

Unmodified
User

Software

VM2

Front-End
Device Drivers

Unmodified
GuestOS
(WinXP))

Unmodified
User

Software

VM3

Safe HW IF

Xen Virtual Machine Monitor

Back-End

HVM

x86_32
x86_64

IA64

AGP
ACPI
PCI

SMP
Front-End

Device Drivers
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L X V U

Page fault (µs)
L X V U

Process fork (µs)

0.0
0.1
0.2
0.3
0.4
0.5
0.6
0.7
0.8
0.9
1.0
1.1

lmbench results on Linux (L), Xen (X), VMWare Workstation (V), and UML (U)
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L X V U

SPEC INT2000 (score)
L X V U

Linux build time (s)
L X V U

OSDB-OLTP (tup/s)
L X V U

SPEC WEB99 (score)

0.0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9

1.0

1.1

Benchmark suite running on Linux (L), Xen (X), VMware Workstation (V), and UML (U)
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Native
Device 
Drivers

Control 
Panel 

(xm
/xend)

Front end Virtual 
Drivers

Linux xen64

Xen Hypervisor

Device 
M

odels

Guest BIOS

Unmodified OS

Domain N

Linux xen64

Callback / Hypercall VMExit

Virtual Platform
0D

Guest VM (HVM)
(32-bit)

Backend
Virtual driver

Native 
Device 
Drivers

Domain 0

Event channel
0P

1/3P

3P

I/O: PIT, APIC, PIC, IOAPICProcessor Memory
Control Interface HypercallsEvent Channel Scheduler

FE Virtual 
Drivers

Guest BIOS

Unmodified OS

VMExit

Virtual Platform

Guest VM (HVM)
(64-bit)

FE Virtual 
Drivers

3D
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MMU

Accessed &
dirty bits

Guest OS

VMM
Hardware

guest writes

guest reads Virtual � Pseudo-physical

Virtual � Machine

Updates
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Dom0 DomU DomU

Hardware
Hypervisor
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